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Omnpenenenus
B HacTosimeM 10KyMEHTE UCIIOIB3YIOTCS CIEIYIOIIME TEPMUHBI U UX OMPEACICHUS.

ABTOMATHU3HMPOBAHHASI CHCTEMA — CHCTEMa, COCTOSAIAs W3 TepcoHalla U KOMIUIeKca
CPEICTB aBTOMATHU3aIlUM €r0 NEATEIbHOCTH, peaTu3yrolas HHOOPMAIMOHHYIO TEXHOJIOTHIO
BBITMIOJTHEHHS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTPl(l)I/IKaIII/IH OTHPaBUTEC/IA MNAHHBIX — IIOATBEPXKIACHHUE TOIr0, 4YTO OTIIPABHUTECIIb
MOJIYYCHHBIX TAHHBIX COOTBCTCTBYCT 3asBJICHHOMY.

be3onacHOCTD NEPCOHANBHBIX JAHHBIX — COCTOSHUE 3aINUIICHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCThIO  TOJb30BaTeNel, TEXHUYECKUX CPEICTB M|
MH(QOPMALIMOHHBIX TEXHOJOTHH 0O6ecneunTs KOH(UAECHIMATBHOCTb, IEJIOCTHOCTh U JOCTYIHOCTb
NEePCOHATBHBIX JAaHHBIX MpPU MX 00paboTke B WH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JAaHHBIX.

BuoMerpnyeckne TepCOHAJbHbIE JaHHbIE — CBEICHHS, KOTOPHIC XapaKTEPU3YIOT
dusnoNornuecKkue OCOOCHHOCTH 4YEJIOBEKAa W HAa OCHOBE KOTOPBIX MOXHO YCTaHOBUTH €TO
JMYHOCTh M KOTOPBIE UCTOIB3YIOTCS AJIMUHUCTPAIUEH ISl YCTAHOBIICHHS JIMYHOCTH CyOBEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00pa0aThIBATHCS TOJIBKO NMPU HAJTUYHUU COTJIACUS B MMUCHMEHHOM
dbopMe cyOBeKTa MepCOHANBHBIX TaHHBIX (BKIHOYas (Gororpaduu, OTHEUaTKHU MajbleB, 00pa3
CEeTYATKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS TeJa U JPYTYI0 OA00HY0 HH(OpPMAIIHIO).

BJIOKHpOBaHHe MNEPCOHAJBHBIX JAHHBIX — BPCMCHHOC IIPCKpAlICHUC O6pa6OTKI/I
NEPCOHAJIbHBIX JaHHBIX (33. HCKIIIOYCHHUEM CJIy4dacB, CCJIA o6pa60TKa HeO6XOI[I/IMa JUIA
YTOYHCHUA NCPCOHAIBHBIX I[aHHBIX).

Bupyc (KOMNBIOTEpHBIA, NPOrPAMMHBIN) — HCHOJHAEMbIH MPOTPAMMHBIA KOJA WU
UHTEPIIPETUPYEMbI HA0Op MHCTPYKIMH, OONAJaroIIuii CBOWCTBAMH HECAHKIIMOHHMPOBAHHOTO
pacnpocTpaHeHus U camoBociipousBeieHus. Co3aaHHbIe 1yOIUKaThl KOMIIBIOTEPHOTO BUpYca He
BCErJa COBIAJAOT C OPUTMHAJIOM, HO COXPAHSIT CHOCOOHOCTb K  JalbHEHIIEMY
pacupoCTPaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnas mnporpamma — 1porpamma, IpeJHa3’HAY€HHas Ul OCYLIECTBIICHUSA
HECaHKIIMOHUPOBAHHOTO JOCTYIA U (UJIM) BO3ACUCTBUS HAa NEPCOHAJIbHBIE TaHHBIE WIIM PECYPChI
UH(POPMAIIMOHHON CUCTEMBI IEPCOHANBHBIX TAaHHBIX.

Benomorare/ibHbIe TEXHHYECKHE CpPeIcTBa M CHCTEMbl — TEXHUYECKHE CpPEICTBA H
CHCTEMbI, HE MpeJHa3HAueHHbIe /Ui Iepenaul, o0paboTKU M XpaHEHUs MEepCOHAIbHBIX JaHHBIX,
YCTaHaBJIMBAEMbIE COBMECTHO C TEXHMUYECKHMHM CPEICTBAMH U CHCTEMAaMHM, IPEIHA3HAYCHHBIMU
JUis  00pabOTKM TEpPCOHAIBHBIX JaHHBIX WIM B IOMEIIEHUAX, B KOTOPBIX YCTaHOBJIEHbI
MH(OPMAIIMOHHBIE CUCTEMBI [IEPCOHATIBHBIX JIaHHBIX.

JlocTynl B ONepaliMOHHYIO cpely KOMIbIOTepa (MH(OPMALMOHHON cHCTEeMbl MePCOHAILHBIX
JAAHHBIX) — TIOJTy4eHHE BO3MOYKHOCTH 3aIlyCKa Ha BBIOJHEHHE IITATHBIX KOMaH/1, (PyHKLIMHA, TPOLEyp
OIEPALIMOHHON CUCTEMBI (YHUUTOXKEHUSI, KOITMPOBAHUS, MIEPEMEIIEHNS U T.I1.), UCTIOIHIEMbIX (DaiyioB
NPUKJIATHBIX [IPOrPAMM.

I[OCTyl'l K I/IH(l)OpMaHI/II/I — BO3MO’KHOCTbD IIOJTY4CHUA I/IH(I)OpMaL[I/II/I " €€ UCII0JIb30BaHMA.

3aki1a04HoOe YCTPOICTBO — 3JIEMEHT CpEJCTBA CheMa HMH(OpMAlMK, CKPBITHO BHEAPSEMBIi
(3aKyIapIBacMbIii MM BHOCHMBIN) B MecTa BO3MOMKHOIO cheMa HH(popMalmu (B TOM 4YHCIE B
OTpaKJIeHNE, KOHCTPYKIHIO, 000PY/IOBaHKE, IPEIMETHI MHTEPhEPA, TPAHCIIOPTHBIE CPEZICTBA, A TAKKE B
TEXHUYECKHE CPEZICTBA U CUCTEMBI 00pabOTKHU HH(POPMALIUN).
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Zanmmaemass uH(popMamysi — WHPOPMAIWS, SBISFONIASCS TPEAMETOM COOCTBEHHOCTH U
HOJUIEKAIIAsT 3AlUTEe B COOTBETCTBUU C TPEOOBAHMSIMHU TMPABOBBIX JOKYMEHTOB MM TPEOOBAHUSAMH,
YCTaHABJIMBAEMBIMUA COOCTBEHHUKOM MH(OPMAITHH.

HNnentnduxanusa — mpucBoeHHEe CyObeKTaM M OOBEKTaM JIOCTyNa WaeHTU(HKaTopa U (WiN)
CpaBHEHHE NPEABSBIISIEMOr0 HICHTH(HKATOPA C IIEPEYHEM TPHUCBOCHHBIX UACHTU(PUKATOPOB.

HNndopMaTuBHBI CHTHAT — DJICKTPHYECKUE CHIHAJBL, AKYCTHYECKHE, SJIEKTPOMArHUTHBIC WU
npyrue (usnueckue Mois, MO MapamMerpaM KOTOPhIX MOXET ObITh PacKpbiTa KOH(MHICHIMATbHAS
uH(opmarws (epcoHaIbHBIE JaHHbIC) 0OpadaThiBaeMasi B MH(DOPMAIIMOHHOM CHCTEME MEePCOHATBHBIX
JTAaHHBIX.

Nudopmanuonnas cucrema mnepcoHadbHbIX AaHHbIX (MCII/IH) —coBOKynHOCTH
coJepxaluxcs B 0a3aX JaHHBIX MEPCOHAIBHBIX NAHHBIX U OOECHEUMBAIOIIMX MX 00pabOTKY
UH(POPMALIMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB.

HNudopmanmoHHbie TeXHOJOTHH — TIPOIECChI, METOIBI TIOMCKa, cOOpa, XpaHeHWs, oOpaOoTKH,
MPENIOCTABIICHHSI, PACTIPOCTPAHEHHUSI MH(GOPMALIMK M CITIOCOOBI OCYIIECTBICHUS TAKUX TPOIECCOB U
METO/IOB.

Hcnonb3oBaHue mnepcoHAJTbHBIX JAHHBIX — JACWCTBUA (Omepaiu) ¢ MepCOHATbHBIMU
JAaHHBIMHU, COBEpILAEMbIE ONEPATOPOM B LENAX MPUHATUS PEUICHUM WIM COBEPLIECHMS] HMHBIX
NENCTBUH, MOPOXKAAOIINX IOPUANYECKUE TIOCTEACTBUS B OTHOILIEHUU CYyOBEKTa MEePCOHATBHBIX
JAHHBIX WJIM JPYTHX JIMI JUOO MHBIM 00pa3oM 3aTpardBaroOIlUX IpaBa W CBOOOIBI CyOBEKTa
MEPCOHANIbHBIX TAHHBIX WJIA JPYTUX JIULL.

Hcrounuk yrposbl 6e30MacHOCTH HH(OPMALMU — CYOBEKT JIOCTYIA, MaTepUaIbHBI OOBEKT WIH
(U3HYECKOE SIBIICHHUE, SBILFOLIMECS IPUYNHON BO3HUKHOBEHUS YIpO3bl 0€3011aCHOCTH MH(POpMAaIUH.

KonTtposmpyemasi 30Ha — TMpOCTPaHCTBO (TEPpUTOpUS, 3[JaHUE, YacTh 3[aHUS, TOMEIIEHHE), B
KOTOPOM HCKJIIFOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHUE MMOCTOPOHHMX JIML, @ TAKXKE TPAHCIIOPTHBIX,
TEXHUUYECKUX M MHBIX MaTEPUATTbHBIX CPEJICTB.

KonduaeHmaibHOCTh MEPCOHATBHBIX JAHHBIX — 00s3aTEIbHOE IS COOMIOJICHHS OIIEpaTOpOM
WIM WHBIM TIOMYYUBIIAM JOCTYI K TIEPCOHATIBHBIM JIAHHBIM JIMIIOM TpeOOBaHHE HE JOMYCKaTh HMX
pacripocTpaHeHue 0e3 cornacus CyObeKTa MepCOHATBHBIX JAHHBIX WM HATWYHMS HHOTO 3aKOHHOTO
OCHOBAaHMSL.

Me:xceTeBoil IKpaH — JIOKATHHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHAIBHO-PACTPEICTICHHOS
nporpaMMHOe  (TIPOrpaMMHO-ANIAPaTHOE) CPENCTBO  (KOMIUIEKC), peau3yollee KOHTpOJIb 32
uH(popMalMel, TMocTynaromed B HMH(POPMALMOHHYIO CUCTEMY IE€PCOHAIBHBIX JAHHBIX W (WIN)
BBIXOZAIIEH U3 UH(OPMAIIMOHHOM CUCTEMBI.

Hapyumrens 0e30IacCHOCTH NEPCOHAJIBHBIX JAHHBIX — (DI3HUECKOE JIMIO, CIydaiiHO Win
NpeHaMEPEHHO COBEpILIAIOLIee JEHCTBUS, CIIECTBHEM KOTOPBIX SIBJIAETCS HapylleHHe Oe30MacHOCTH
MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKe TEXHUYECKUMH CPEJICTBAMH B MH(OPMAIMOHHBIX CHCTEMAX
HEPCOHATBHBIX JTAHHBIX.

HeaBTromaTn3npoBanHas o0pa0oTka  mNepcOHANBbHBIX  JAHHBIX —  00paboTKa
NEPCOHAIBHBIX JIaHHBIX, COJIEpPKAIINXCS B MH(OPMALIMOHHON CHCTEME NMEPCOHATBHBIX JTaHHBIX
a100 M3BJICYCHHBIX M3 TAKOW CHUCTEMbI, CUUTAETCS OCYILECTBIEHHOW O€3 HCIOJIb30BaHUs
CPEICTB aBTOMAaTH3alMu (HEAaBTOMATU3HPOBAHHOMN), €CJIM TaKhe AEHCTBHS C MEPCOHAIbHBIMU
JAHHBIMHU, KaK HCIOJIb30BaHUE, YTOUHEHUE, PACIPOCTPAHEHUE, YHHUYTOXEHHE INEPCOHAIBHBIX
JAHHBIX B OTHOIICHHUHU KaXKJIOTO U3 CyOBEKTOB MEPCOHAIbHBIX JAHHBIX, OCYIIECTBISIOTCS MPHU
HEINOCPEICTBEHHOM Y4acTHH YEJIOBEKA.

HeIleKJIapI/IPOBaHHbIe BO3MOKHOCTH — (bYHKI_[I/IOHaJIBHBIC BO3MO>KHOCTH CpPCIACTB
BBIUHCIIATEITLHON TEXHUKHU, HE OIMMCAHHBIC NJIM HE COOTBETCTBYIOLIHEC OIMMCAHHBIM B JOKYMCHTAILIUH, IIPU
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WCTOJB30BaHMN  KOTOPBIX BO3SMOXKHO —HapylleHHe KOH(QHICHIMATGHOCTH, JOCTYNHOCTH WA
IIEJIOCTHOCTH 00pabaThIBaeMOi HHPOpMAaLIUH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHMPOBAHHBIE JIeiCTBHS) — TOCTYI K MH(pOpMaIN
WM JeicTBUA ¢ MH(pOpMaLMel, HapyllaloIye MpaBuiia pasrpaHUueHHs JOCTyNa C HMCIOIb30BaHHEM
MTAaTHBIX CPCACTB, MPCAOCTABIICMbIX I/IH(l)OpMaL[I/IOHHBIMI/I CUCTCMAaMU NCPCOHAJIbHBIX JaHHBIX.

Hocurens wundopmammu — Qu3nyeckoe JHIO0 WIM MarepHalbHblii OOBEKT, B TOM 4HCIE
¢usmdeckoe mose, B KOTOpOM HH(OpMAIMS HAXOIUT CBOE OTPAKEHHE B BUJE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKUX PELICHHI ¥ IIPOLIECCOB, KOMMYECTBEHHBIX XapaKTEPUCTUK (DU3HMUECKUX
BCJIMYHH.

O0e3IMuMBaHNe MEPCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3Yy/IbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHO 0€3 UCII0JIb30BaHUS JONOJHUTEIBHON HH(DOPMALIUK ONPEeNIUTh TPUHAIIE)KHOCTD
NEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY NMEPCOHATIBHBIX JAHHBIX.

O0pa0doTka NepCOHANLHBIX JAHHBIX — JF00O€ JeiicTBHE (Omepanus) WIH COBOKYITHOCTh
NeWCTBU  (omepalyii), COBEpIIAeMbIX C HCIIOJIb30BAHMEM CPEACTB aBTOMATH3alMU WM 0e3
UCTIOJIL30BAHMS TAKHX CPEJICTB C MEPCOHATBHBIMU TAHHBIMU, BKJTFOYasi COOp, 3aIiCh, CHCTEMATH3ALIHIO,
HAKOIUICHHUE, XpaHEeHHe, yTouHeHHe (OOHOBIIEHUE, I3MEHEHNE), N3BIICYEHHE, UCTIOb30BaHUE, TIepeaady
(pactipocTpaHeHre, MPEIOCTaBICHWE, JOCTYI), OOe3/IMuMBaHue, OJOKMPOBAaHHE, yIaJCHHUE,
YHUYTOXKEHHE TePCOHANTBHBIX JTaHHBIX.

OO0menocTynHble  MEpPCOHAJbHBbIE  JIaHHbIE —  TIEPCOHAIBHBIE  JAaHHBIC,  JIOCTYI
HEOTPAaHMYEHHOTO Kpyra JIUI[ K KOTOPBIM IMPEJOCTABIICH C COTJIaCHsS CYyOBEKTa IMEepPCOHAIBHBIX
JAHHBIX WJIM Ha KOTOPHIE B COOTBETCTBHH C (efCpaTbHBIMA 3aKOHAMU HE PaCIpPOCTPAHSICTCS
TpeboBaHue COOTIOICHUS KOH(PHUICHIIMAIBHOCTH.

Oneparop (MepPCOHANBHBIX JAHHBIX) — TOCYIApPCTBEHHBIA OpraH, MYHHIIMMIAIBHBIA Opras,
FOPUITYECKOE WM (PU3MIECKOE JIMIIO0, CAMOCTOSATEIHLHO WM COBMECTHO C JIPYTMMH OpPraHHU3YIOIIEe H
(nnm) ocyiecTsiroIee 00pabOTKy MEPCOHAIBHBIX JAHHBIX, a TAKXKE OIMpPEIEISIIOIME e 00padoTKu
MEPCOHATBHBIX JIAHHBIX, COCTaB IE€PCOHATBHBIX JaHHBIX, TMOISKAIMX 00pabOTKe, IEHCTBUS
(omeparuu), COBEpIIACMBIC C EPCOHATLHBIMU TAHHBIMH.

Texunyeckune cpeacrBa MHGOPMALUMOHHONH CHCTEMBbI MEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIUMCIUTEBHON TEXHUKH, TH(POPMAIIMOHHO-BBIUYMCIIUTEBHbIE KOMIUIEKCHI M CETH, CPEICTBA U CHCTEMbI
nepefaun, mpuema u oOpadotku [I/[H (cpenctBa M CHUCTEMBI 3BYKO3AlMCH, 3BYKOYCHJICHWS,
3BYKOBOCIIPOM3BEJICHUS], TIEPErOBOPHbIE U TENEBH3UOHHBIE YCTPOMCTBA, CPEACTBA H3TOTOBJICHUS,
TUPKUPOBAHUS JIOKYMEHTOB M JIPyrM€ TEXHUYECKHUE CPEACTBa 00pabOTKH pPEueBOM, TpadryecKoid,
BHUJECO- M OYKBEHHO-IM(POBOH HHPOpMAIMK), MPOrpaMMHBIE CpelcTBa (ONEpalMOHHbIE CHUCTEMBI,
CHCTEMbl YINpaBlieHHs 0a3amMy JaHHBIX M T.I.), CPEACTBA 3aLUTHl MH(QOpPMALMM, MPUMEHSEMBIE B
UH(POPMALMOHHBIX CHCTEMAX.

IlepexBaT (MHpoOpMaLUM) — HEIPaBOMEPHOE MOIy4YeHHE MHPOPMALUU C UCHOIb30BAHUEM
TEXHUYECKOTO  CpEACTBA, OCYLIECTBIIAIONIEr0 OOHapykeHue, TMpueM U  00paboTKy
UH(POPMATUBHBIX CUTHAJIOB.

IlepcoHaibHbIe JaHHBbIE — J00as HMH(pOpMaNUs, OTHOCALIAsCA K IMPSIMO WIM KOCBEHHO
OTpeIeICHHOMY WJIM ONpeeNiieMOMy (PU3NYECKOMY JHUIY (CYOBEKTY MepCOHAIbHBIX JaHHbIX).

ITo0o4HBIe 2JIEKTPOMATHUTHBIC M3JYYEeHHSI 1 HABOJKHU — DJIEKTPOMAarHUTHbIE U3JTY4YECHHUs
TEXHUYECKUX CPeICTB OO0padOTKH 3aliuiiaeMod HHQpOpMAalM{, BO3HUKAIONIIME KaK MOOOYHOE
SBJICHUE W BBI3BAaHHBIC DJIEKTPUYECKMMH CUTHAJIaMU, AECUCTBYIOUIMMHM B MX DJIEKTPUYECKUX U
MarHUTHBIX ILETSX, a TAK)Ke 3JEKTPOMAarHUTHbIE HABOJKH 3THUX CHUTHAJIOB Ha TOKOMPOBOJSIINE
JIMHWH, KOHCTPYKIIMH U LIETIA TUTaHUS.
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MMoauTnKa  «YHCTOr0  CTOJIAa» —  KOMIUIGKC  OpPTaHM3AlMOHHBIX  MEPOIPHUSTHI,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3alMChIBAaHUA HAa OyMaKHbIe HOCHUTENU KIO4Yed M aTpuOyToB
nocTyna (maposei) u XpaHeHus UX BOJIM3U 00BEKTOB JIOCTYIIA.

[Hoan3oBaTenb HWHPOPMAUMOHHOM CHCTEMbI MEPCOHAJBHBIX JaHHBIX —  JIMIO,
yYacTByIIee B (DYHKIIMOHUPOBAHWU HH(DOPMAIMOHHON CHUCTEMBI IMEPCOHATBHBIX JAHHBIX WA
UCIIOJIB3YIOIIee PE3YNIbTAThl €€ HYHKIIMOHUPOBAHHUS.

IIpaBuia pasrpaHuyeHusi 10CTyNa — COBOKYITHOCTb IPABUJI, PETJIAMEHTUPYIOIIUX I[paBa
JI0CTyIa CyOBEKTOB JOCTYIa K 00bEKTaM J0CTYIIA.

IIporpaMmMHasi 3aKjIaKa — KOJ NPOTrpaMMbl, IIPEIHAMEPEHHO BHECEHHBII B IPOrpaMmy ¢
[ENBI0 OCYIIECTBUTh YTEUKY, H3MEHUTb, OJOKMPOBaTh, YHUYTOXKUTH HH(POPMALUIO WIH
VHUUYTOXXUTh M MOAU(UIMPOBATH HporpaMMHOe oOecredeHre HHQPOPMAIMOHHON CHCTEMbI
NEPCOHANBHBIX JaHHBIX U (MITM) OJIOKMPOBATh alllapaTHbIE CPEICTBA.

IIporpamMmmHoe (mporpaMMHO-MaTeMAaTH4YeCKOe) BO3AeHCTBHE — HECAHKIIMOHHUPOBAHHOE
BO3/ICIICTBUE HA PECYPChl aBTOMATU3UPOBAHHON MH(OPMALIMOHHON CUCTEMBI, OCYLIECTBIIIEMOE C
MCII0JIb30BAaHUEM BPEIOHOCHBIX MPOTPaAMM.

PaCKprTI/Ie NEePCOHATBHBIX JAaHHBIX — YMBIIIJICHHOC WIJIN CJ'Iy‘I&fIHOG HapyHaICHUC
KOH(i)I/IZIeHIII/IaJII)HOCTI/I NEPpCOHAIBHBIX JaHHBIX.

PaClIPOCTpaHeHI/Ie MNEPCOHAJTBHBIX NAHHBIX — I[CflCTBI/IE[, HaIIpaBJICHHLIC Ha PACKPLITHUC
NEPCOHAJIBHBIX NaHHBIX HCONIPCACIICHHOMY KPYI'y JIMII

Pecypc undgopMaliluOHHOH CHCTEMbI — HMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO, MPHUKJIAIHOIO
WM almnapaTHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH(POPMAIIOHHON CUCTEMBL.

CnenuajbHble KaTeropuH MNEePCOHAJIbHBIX JAHHBIX — TICPCOHAIBHBIC  JIaHHbIC,
Kacarolluecss  pPacoBOi, HAIMOHAIBLHOW  MNPUHAIICKHOCTH, IMOJUTHYCCKHX  B3IUIAIOB,
PETMTHO3HBIX WK (QUIOCOPCKUX YOSIKIACHUIM, COCTOSHUS 3I0POBbS W HHTHMHOW JKU3HH
CyOBEeKTa MEPCOHALHBIX JAHHBIX.

Cpe}ICTBa BbIYMCIUTEIbHOM TEXHUKH — COBOKYITHOCTb ITPOIrpaMMHBIX 1 TEXHUYCCKUX 3JICMCHTOB
CUCTEM O6pa6OTKI/I JAaHHBIX, CIIOCOOHBIX (I)YHKI_[I/IOHI/IpOBaTb CaMOCTOATCIIBHO UJIK B COCTAaBC APYIrux
CHCTCM.

Cy0bekT gocryna (Cy0beKT)— JMIO WIM IIPOLECC, JEHCTBHA KOTOPOIO PEIaMEHTHPYIOTCS
NpaBUJIAMHU PAa3TPaHUICHUS TOCTYIIA.

TexHHYeCKUH KAHAT yTedkH MH(OPMALUU — COBOKYITHOCTh HOCHTEIIST HH(pOPMAIHU (CPEICTBa
00paboTKH), (hM3UIECcKOr Cpellbl pacipocTpaHeHHss WH(QOPMATUBHOTO CHTHAIA U CPEICTB, KOTOPHIMU
JIOOBIBAETCS 3aluinaeMast “HhopMaIius.

TpaHcrpaHu4Hasi nmepeaaydya MepcoOHAJbHBIX JAHHBIX — NIEpeAavya NEPCOHAIbHBIX JaHHBIX
oneparopoMm uyepe3 l'ocymapcrBeHHyro rpanuny Poccuiickonn dexepanuu OpraHy BJIacTH
WHOCTPAHHOTO TOCYJapCTBa, (U3HUYECKOMY WU IOPUIUYECKOMY JIUIy HMHOCTPAHHOTO
rocy1apcTBa.

Yrpo3bl 0€30MacCHOCTH TEPCOHAIBHBLIX [JAHHBIX — COBOKYITHOCTh YCIOBHH U (aKTOpOB,
CO3JIAIOIIUX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIIE CITYyYaifHOTO, JOCTYIA K TePCOHATLHBIM
JTaHHBIM, PE3YJBTaTOM KOTOPOTO MOYKET CTaTh YHHUTOKEHHE, N3MEHEHHE, OJIOKUPOBaHHNE, KOTMPOBAHHE,
pacrpocTpaHeHre MEePCOHATBHBIX JaHHBIX, @ TaKKe WHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI TIPH HX
00paboTKe B MH(DOPMAITOHHOM CHCTEME TIEPCOHATIBHBIX JTAHHBIX.

YHunuroxenue MNEPCOHAIBHBIX JTAHHBIX — HCﬁCTBI/ISI, B PE3YJIIbTAaTC KOTOPBIX HEBO3MOXKHO
BOCCTAHOBUTDb COIACPKAHUC IICPCOHAIIBHBIX JAHHBLIX B I/IH(I)OpMaI_[I/IOHHOI\/'I CUCTCMC TICPCOHAIIbHBIX
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JIAHHBIX WA B PE3YJIbTare KOTOPBIX YHUYTOXKAIOTCSA MAaTEpUaJIbHBIE HOCHUTEIN NEPCOHAIBHBIX
NaHHBIX.

YTeuka (GamummaeMoil) uHGOPMAIMM 10 TeXHHYECKHMM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrpocTpaneHre MHGOPMAIIMK OT HOCHUTES 3alyInacMoi nHdopmarmy depe3 GU3HIecKyro cpemy 10
TEXHUYECKOTO CPEZICTBA, OCYILIECTRIISIOIIETO ITepexBaT HH(pOpMaIH.

Ysa3BumMocTh — €1a00CTh B CPEJICTBAX 3alLUTHI, KOTOPYKO MOYKHO HCIIONB30BATh Ui HAPYIICHUS
CHCTEMBI WJIM CoJIepyKallieiics B Heil nH(popMarmm.

LenocrHocTh MHEOPMALMU — CIHOCOOHOCTh  CPEACTBA  BBIUKCIUTENIBHON —TEXHUKH WU
ABTOMATU3UPOBAHHOW CHUCTEMBI 00ECTICUMBaTh HEM3MEHHOCTh MH(OpPMALMKA B YCJOBUSIX CIy4allHOTO
W/VJTY TIPEIHAMEPEHHOTO MCKKEHHS (pa3pyICHUs ).
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OBO3HAYEHUA U COKPAILIEHUSA

ABC — QHTUBHMPYCHBIE CPEICTBA

APM — aBTOMATU3MPOBAHHOE pabovee MECTO

BTCC — BCIIOMOTaTeJIbHbIE TEXHUYECKHE CPEJICTBA U CUCTEMBI
NCIIIx — nH(pOpPMAIMOHHAS CHCTEMa ITEPCOHATHHBIX TAHHBIX
K3 — KOHTpOJIUpYyeMast 30Ha

JIBC — JIOKaJIbHAsl BBIYUCIIUTEIIbHASI CETh

MD — MEKCETEBOM dKpaH

HC/ — HECAHKLIMOHUPOBAHHBIN JOCTYII

oC — OMepaIMoOHHas CUCTEMA

[T1a — MEPCOHAITbHBIC TAHHbBIE

IIMB — IIPOrPaMMHO-MATEMAaTHYECKOE BO3/ICHCTBHE

I10 — IporpaMMHoe o0ecriedeHue

[IOMUH — MOOOYHBIE ANIEKTPOMATrHUTHBIC U3ITyICHUS U HABOJIKH
CA3 — cHUCTEMa aHajM3a 3alllUuIcHHOCTH

C31 — Cpe/ICTBA 3aIUTHl HHPOPMALIUU

C3I1dx — cucreMa (IOJCUCTEMA) 3alUThl IEPCOHAIBHBIX JaHHBIX
COB — cuctemMa 0OHapy>KEeHUs! BTOP>KEHUI

TKYHU — TEXHUYECKHE KaHAJIbl yTEUKU MH(POpMaLIK

YBII/IH — yIrpo3bl 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX
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BBEJEHUE

Hacrosimmas IMTonutrka uabopMmarmonHoi 6e3omacuoctu (nanee Ilonmurtuka) MBOY «COIII
Ne 27» r. Yebokcapsl (nanee — YupexaeHue) spiseTcs opuInanbHbIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUHU ¢ TpeboBaHMsIMHU DeiepaabHOro 3aK0Ha OT 27 IO
2006 1. Ne 152-®3 «O nepcoHAIBHBIX TaHHBIX» U mocTaHoBeHus [IpaButenscTBa Poccutickoi
@eneparunn ot 1HosIOpst 2012 r. Ne 1119 «OO6 yrBepkaeHHMH TpeOOBaHUN K 3alIUTe
NEPCOHAIBHBIX JAHHBIX HpHU UX 00paboTke B HHPOPMAIIMOHHBIX CHCTEMax IEPCOHATbHBIX
JaHHBIX», HA OCHOBaHWM:

- «PexoMeHmariii mo odecnedeHu0 0€30MMaCHOCTH MePCOHANBHBIX JaHHBIX MPU BX 00paboTKe B
WH(GOPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX JTAHHBIX», YTBEPKJACHHBIX 3aMECTUTEIIEM TUPEKTO-
pa ®CTOK Poccum ot 15.02.2008 1.,

- «TumnoBbIX TpeOOBaHMIA IO OPTaHU3ANNH U 00ECTIeYeHUIO (PYHKITMOHUPOBAHUS MH(POBATHHBIX
(xpunTorpaguyecKux) CpeAcCTB, MpeIHA3HAUCHHBIX IS 3alIUThl HHPOPMAIUK, HE COJEpKAIIeH
CBE/ICHUM, COCTaBIAIONINX TOCYAaPCTBEHHYIO TaliHy B CcIy4ae U3 MCIIOJIb30BaHUs IJisl obecreye-
HUsI OE30MaCHOCTH MEPCOHAIBHBIX NAHHBIX MPH UX 00paboTke B MH(OOPMAIMOHHBIX CHUCTEMax
MEPCOHANIBHBIX JAAHHBIX», YTBEPKIEHHBIX pykoBojacTBoM § Llentpa ®Cb Poccun 21.02.2008 r.
Ne 149/6/6-662.

B Ilonutuke ompeneneHsl TpeboBanus k nepconany WCIIJIH, crerneHb OTBETCTBEHHOCTU
MepcoHalia, CTPYKTypa M HEOOXOIUMBIM YPOBEHb 3alUIICHHOCTH, CTaTyC M JIOJDKHOCTHBIE
00s13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecredeHrue Oe30MaCHOCTH MEePCOHATBHBIX
nauubix B UCIT /I Yupexnenusi.
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1 O01IMe mMoJI0KeHu s
Lenbro HacTosmer [Tonutuku sBasercs odecrneueHre 0€30IacHOCTH 00BEKTOB 3aLUTHI

VYuypexaeHus OT BCeX BHUJOB yrpo3, BHEHNIHUX M BHYTPEHHUX, YMBIIUICHHBIX U

HeTpeHaMEPEeHHBIX, MUHUMHU3aLuUs yiiepOa OT BO3MOXKHOM peanu3aluu yrpo3 0e30macHOCTH
[T1u (YBIIH).

beszomacHocTh MNEPCOHAJIbHBIX JaHHBIX JOCTUTACTCA IIyTeM HCKIIIOYCHUA
HCCAHKIIUOHUPOBAHHOI'O, B TOM YHUCIIC cnyqaﬁHoro, A0CTyIla K TIMCPCOHAIBHBIM JaHHBIM,
PE3YIbTAaTOM KOTOPOI'0 MOXET CTaThb YHUYTOXKCHUC, U3MCHCHUC, 6J'IOKI/IpOBaHI/Ie, KOIIMPOBAaHHUC,
pacinpoCTpaHCHUC NMEPCOHAIBHBIX JAHHBIX, @ TAKKC MHBIX HCCAHKIIMOHUPOBAHHBIX l[ef/'ICTBI/If/'I.

Wudopmaniusa U cBsi3aHHbIE C HEH pecypchbl JOJDKHBI ObITh AOCTYIHBI /111 aBTOPU30BAHHBIX
noJjp30Barenel. JJoMKHO OCYIIECTBIATHCS CBOCBPEMEHHOE OOHApYXKEHHWE M pearupoBaHHE Ha
YBII .

J_IOJ'DKHO OCYHICCTBIIATHCA NPEAOTBPAICHUEC NMPECAHAMEPCHHBIX WA CﬂyqaﬁHBIX, HYaCTUYHBIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/ICI)I/IKaI_[I/II\/JI HJIM YHUUYTOXCHUS MCPCOHATIBHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIUTHI NPEACTaBICH B [lepeyHe mepcoHANbHBIX JAHHBIX, YKa3aHHOMY B
[Tonoxxennn 06 06pabOTKE MEPCOHATBHBIX TaHHBIX.

Cocras UCIIdH, momiexamux 3aliuTe, MPEACTaBlIeH B AKTe 00CIEIOBaHUSA TEKYIIETO
COCTOSTHUS TEXHUYCCKOM 3alUThI IEPCOHAIBHBIX JaHHBIX.
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2 O6aacTh aelcTBUA

TpeboBanus Hactosimel [ToMUTUKN pacIpOCTPAHSAIOTCS HAa BCEX COTPYIHUKOB YUpPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, paOOTAIOLIMX MO KOHTPAKTy M T.I.), a TakXe BCEX MPOYMX JIUI]
(MOapsAAYUKY, Ay TUTOPHI U T.I1.).
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3 Cucrema 3ammThI NMEePCOHANBbHBIX JAHHBIX
Cuctema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1IH), cTpouTCS Ha OCHOBAaHUU:
- AxTa 00ce0BaHus TEKYIETO COCTOSHIS TEXHUUECKON 3aIUThI IEPCOHANBHBIX TaHHBIX,
- [lepeunst mepcoHANBHBIX TaHHBIX, TOUIEKAIINX 3aIIHUTE;
- AKTOB KiaccupUKanu HHOOPMAITHOHHBIX CHCTEM ITEPCOHATILHBIX JaHHBIX;
- YacTHBIX MOeNiell aKTyalnbHBIX yrpo3 U BeposTHoro HapymuTens UCIH;
- [onoxeHus 0 pasrpaHMYCHUH MIPaB JOCTYIA K IEPCOHANBHBIM IaHHBIM;
- PykoBomsmux nokymentoB @CTOK u ®Cbh Poccun.

Hns  ob6ecrieuennst 3ammtel  MCII[IH HeoOXxoauMo COONIOJCHHE OpraHU3aIOHHO-
TEXHUYECKUX Mep. AJIMUHUCTpanueil odecrieunBaeTcss 0€30MacHOCTh MEPCOHANIBHBIX JAaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YPOBHEM 3alIUIIICHHOCTH, KOTOpas OMHMCaHa B TeXHHYECKOM
3aJlaHuu Ha co3ianue cuctemsl 3amuThl 1t UCIIJH. B Yupexxaenuu onpeneneHbl akTyalbHbIe
yrpo3sl 6e3omacHoctu [1/lH, koTOphie ommcaHbl B YacTHOW MOJENHM aKTyaJlbHBIX yrpo3 W
BepositHOoro Hapymutens MCII/Ix.

HOII AKTYaJIbHBIMU  YI'PO3aMU 0e301macHOCTH MNEpCOHAJIBHBIX  JAaHHBIX ITOHHUMACTCA
COBOKYITHOCTb YCJIOBI/Iﬁ u (baKTOI)OB, CO3Jar0muXx AKTYaJIbHYIO OIIaCHOCTb
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHCJIC cnyqaﬁHoro, A0CTYyIIa K NCPCOHAJIIBHBIM JAaHHBIM IIPU UX
06pa6OTK€ B HH(I)OpMaLII/IOHHOﬁ CUCTEME, PE3YJIbTATOM KOTOPOI0 MOI'yT CTaTb YHHUYTOXCHUC,
HN3MCHCHHC, 6JIOKI/IpOBaHI/I€, KOIMUPOBAHUC, NPCAOCTABICHUC, PACIIPOCTPAHCHUC TTECPCOHAIBHBIX
JaHHBbIX, a4 TAKKC MHBIC HCIIPABOMCPHBLIC HeﬁCTBHH.

prOBBI 1-ro Thma AKTYaJIbHbI JJIs1 HH(bOpMaHHOHHOﬁ CHUCTCMBI, €CJIN JJIA HEC B TOM YHUCIIC
AKTYaJIbHBI YI'pO3bl, CBA3AHHLIC C HAJIWMYHUEM HCAOKYMCHTHPOBAHHBIX (HGI[CKJIapI/IpOBaHHBIX)
BO3MOKHOCTEH B CUCTEMHOM IIporpaMMHOM O6€CH€‘I€HI/II/I, HCIIOJIb3YEMOM B HHQ)OpMaHI/IOHHOI;’I
CHCTEMC.

YTpo3sl 2-TO TUTA aKTYyaJIbHBI JJIs1 HHPOPMAITMOHHOW CHCTEMBI, €CIIH JUI HEE B TOM YHCIIe
aKTyaJbHbl YI'pO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOKHOCTEH B MMPHUKIIaIHOM nporpaMmMHOM O6€CH€'—I€HI/II/I, HCIIOJIb3YEMOM B
UH(POPMALIMOHHOM cUCTEME.

pr03I>I 3-ro THNa AKTYaJIbHBI JJI I/IH(bOpMaIII/IOHHOI\/II CHUCTCMBI, €CJIN OJId HEC aKTYaJIbHbI
yrpo3bl, HE CBSI3aHHbIE C HAJIMYUMEM HEJIOKYMEHTHUPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOKHOCTEH B CHCTEMHOM H MIPUKIIAAHOM HIPOrpaMMHOM O6€CH€'~I€HI/II/I, HCIIOJIb3YEMOM B
UH(POPMALIMOHHOM cUCTEeME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeAesseTcs HEOoOXOAMMBIH YpOBEHb 3aIUIIEHHOCTH
[T 1n xaxmoit UCIIdn Yupexnenus. Ha ocHOBaHMM aHalM3a akTyalbHBIX YIpo3 0€30MacHOCTH
IT/11, onucanHoro B YacTHOM MOJENN aKTyalbHBIX yrpo3 U BeposTHoro Hapymutens UCII/Ix n
Otuera o0 pe3yibTaTax IMPOBEIEHUS BHYTPEHHEH NIPOBEpKE, JAENaeTcsl 3akKIIoYeHHe O
HEO0XO/IMMOCTH HUCIOJIb30BAHUS TEXHUUECKUX CPEACTB U OPraHU3allMOHHBIX MEPONPUATHI JUIs
obOecneuenus Oe3zomacHoctu [1/IH. BpiOpanHble HEOOXOIUMMBIE MEPONPUATHS OTpaXaroTCs B
[Tnane MeponpUATHIA 110 3aIIUTE NEPCOHAIBHBIX JAHHBIX.

Jns kaxxnoit UCIIJIH gomkeH ObITh COCTaBIIEH CIMCOK UCIOJIb3YEMBIX TEXHUYECKUX CPEJICTB
3alUTHI, @ TaK K€ MPOrpaMMHOI0 oOecreyeHus, ydactByromiero B oopadotke I1/IH, Ha Bcex
sanementax UCIT/IH:

- APM nonb30BaTenei;
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- CepBepa NpHII0KEHU;
- CYBJ;
- I'pannma JIBC;

- Kananos nepegadn B ceTw 00IIEro mois30BaHMs M (WIM) MEXIyHAPOIHOTO OOMEHa, €ClIi T
HuM nepenarorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCII/AH n aktyansHbIX yrpo3, C3I1/In moxer
BKJIIOYATh CIIEAYIOIINE TEXHUUECKUE CPEJICTBA:

- aHTUBUPYCHBIE CPECTBA IS pabOYMX CTAHIMI TTOB30BATEICH U CEPBEPOB;
- Cpe/ICTBa MEXKCETEBOIO SKPAaHHPOBAHUSI,

- cpeAcTBa KpUNTOrpaduaeckor 3amuThl HHOOPMAITUH, TIPH Mepeaade 3amnnaeMon nH- - Gop-
MallMH 110 KaHaJIaM CBSI3H.

Tax e B CIIHCOK JTOJDKHBI OBITH BKITFOYCHBI (DYHKIIUU 3aIIUThI, 00CCIICYNBAEMbBIC I TATHBIMU
cpeactBamu  o6pabotku II[lH onepammonnsiMu cuctemamu (OC), npuxnamabiMm [10 u
CIEIMAIbHBIMU KOMIUICKCAMU, PEATM3YIONUMU CpeAcTBa 3amuThl. CIUCOK (PYHKIMA 3alTUTHI
MOJKET BKIIIOYATh:

YIPABJICHHUE U Pa3rpaHUUEHUE NOCTYIIA I10Ib30BATENCH;
PETUCTPALIMIO U YUET ACHCTBUI ¢ MH(OpMalneH;

- obecrenBaTh IENOCTHOCTh JAHHBIX;

- IPOM3BOANTH OOHAPYKEHUI BTOPKCHUN.

COucoK HCIHONBb3YEeMBIX TEXHUYECKHX CpEICTB OTpakaercs B Ilmane meponpusatuii mo
3alUTe MEePCOHANIBHBIX MaHHBIX. CIHCOK MCHOJB3YEMBIX CPEACTB TOJKEH MOAJEPKUBATHCS B
aKTyaJbHOM COCTOSHMH. [lpu H3MEHEHMH cocTaBa TEXHHUYECKUX CPEJCTB 3allUThl WU
anemenToB WCII/IH, coOTBETCTBYyIOIIME H3MEHEHHUs IOJKHBI OBbITh BHeceHbl B CIHCOK U
YTBEPKACHBI JTUPEKTOPOM YUPEKIACHHS WIIA JTUIIOM, OTBETCTBCHHBIM 332 O0OCCIICUCHUE 3alUThI
I11H.
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4 TpedoBanus k nmogcucremam C3II1n

C3I1/1n BiIrOUaET B €0 CIEAYIONINE MOICUCTEMBI:

- YIPABJICHHsI JOCTYIIOM, PETUCTPALMH U yUETa;

- obecrieueHus LEJIOCTHOCTU U NJOCTYITHOCTH,

- aHTUBHUPYCHOM 3alLIUTHI;

- MEXCETEBOT0 SKPaHUPOBAHUS;

- aHaJIM3a 3alIUIICHHOCTH;

- OOHapyXEeHUSI BTOPKCHUH;

- KpUnTorpadMIeCKON 3aIIUTHI.

[Moacucremsbr C3I1/IH mMeroT pasnuuHblii (GyHKIMOHaAN B 3aBUcHMMOCTH oT Kiacca MCII/H,
onpezeneHHOro B Akre kiaccupukanuu UHGOPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX JIaHHBIX.
Crucok coorBerctBust pynkuuii nmojacucrem C3IIJIH kiaccy 3alMIEHHOCTH TPEICTABICH B
[Tpunoxenun Ne 1.

4. 1 HO}ICI/ICTeMBI yYHpaBJjJeHusl J0CTYIIOM, PErUCTPpAalluid U yueTa

[Toacuctema ynpaBiaeHHUs! TOCTYIIOM, PETUCTPALIMN U y4YeTa MpeJHa3HaueHa ISl peain3alun
CIenyIOIUX (YHKITHI:

- WICHTU(UKALIMY U TIPOBEPKA MOUIMHHOCTH CyObeKTOB focTyna mpu Bxoxae B MCII/dH;

- UACHTU(UKALUKA TCPMHUHAJIOB, y3JIOB CETH, KAaHAJIOB CBS3M, BHEIIHUX YCTPOWMCTB IO JIOTHYE-
CKHUM UMEHaM;

- uACHTU(UKAIIMK TTPOTPaMM, TOMOB, KaTaJIOroB, (DaijIoB, 3aIUCEH, TOJIcH 3amuceli 0 UMCHAM;

- perucTpanuy Bxojia (BbIX0Ja) CyObEKTOB JOCTYIIA B CUCTEMY (U3 CHCTEMBI), THOO PETUCTPAIUS
3arpy3KH U MHAUATN3AIUN ONIePAllHOHHON CUCTEMBI M €€ OCTaHOBA.

- PErHCTpalyy TOMBITOK JOCTYIa MPOTPaMMHBIX CPEICTB (IpOrpaMM, IPOIECCOB, 3a1ad, 3aja-
HUIT) K 3aI0UInaeMbeIM (aiinam;

- PEerUCTpaIiy MOIBITOK JIOCTYTa MPOTPAMMHBIX CPEACTB K TepMUHANIAM, KaHaJIaM CBSI3H, - TIPO-
rpaMMam, TOMaMm, Katajoram, (aimam, 3aITUCsIM, MTOJISIM 3aITUCEH.

[Toncucrema yrmpaBieHHsI JOCTYIIOM MOXET OBITh peaju30BaHa C MOMOIIbIO IITATHBIX
cpenctB obpabotku [1/]x (onepanuonnsix cuctem, npunoxeHuit 1 CYB/]). Tak sxe MoxeT ObITh
BHEJIPEHO CHELUAIbHOE TEXHUYECKOE CpPEIACTBO WM HX KOMIUIEKC, OCYLIECTBISIOIINE
JIOTIOJTHUTEIbHBIE MEphl MO ayTEHTHU(HUKALMKU U KOHTpoito. Hampumep, mpuUMeHEHHE €IMHBIX
XpaHWIMIL  y4YeTHBIX 3amucel  monb3oBaTenell M perucTpalMoHHOM  MHpopmanuu,
UCIOJIb30BaHUE OMOMETPUUYECKHX M TEXHUUYECKUX (C MOMOILBIO JIEKTPOHHBIX MPOIYCKOB) Mep
ayTeHTU(UKALUU U IPYTUX.

4.2 oacucrema odecneyeHust HEJOCTHOCTH U JOCTYITHOCTH

[Toncucrema obecrnieyeHHsl IETOCTHOCTH M JOCTYIMHOCTH NpeJHa3HaueHa A oOecreyeHHs
nenocTHocT U aoctynHoctH I1/1H, mporpammubix u anmapatHeix cpenacts MCIIIH Yupexne-
HUS, @ TaK XK€ CPEJICTB 3aIUTHI, PH CAYyYalHON WM HAMEPEHHON MOAN(DUKALIUY.

[Toncucrema peanusyeTcs ¢ IOMOIIBIO  OpPraHU3allMd  PE3EPBHOTO  KOMUPOBAHMS
o0pabaTbIBaeMbIX JaHHBIX, a TaK K€ pe3epBUpPOBaHUEM KitoueBbIX a1eMeHToB UCIT/IH.
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4.3 MoxcucremMa aHTHBHPYCHOI 3AIIHTHI

[Toncucrema aHTHUBHPYCHOM 3alMThl MpeJHA3HAYeHa sl 0OecreueHUs aHTHUBUPYCHOM
3amuThl cepBepoB 1 APM nonb3oBareneit UCII[An Yupexaenus.

CpencTBa aHTUBUPYCHOM 3alIUTHI MPEAHA3HAYEHBI JIJIS1 Peasi3allui CIeAYIOMUX (yHKITAN:
- PE3UJICHTHBIN AaHTUBUPYCHBIM MOHUTOPUHT;
- aHTUBUPYCHOE CKAaHUPOBAHUE;
- CKpUNT-0JIOKHPOBAHUE;

- LEHTPAJIN30BAHHYIO/YAAJICHHYI0 YCTaHOBKY/ICHHCTAUILMIO AaHTUBHUPYCHOI'O IIPOAYKTA,
HACTPOHKY, aIMUHUCTPUPOBAHUE, IPOCMOTP OTUYETOB M CTATHCTHUECKON HH(OpManuu 1o padbote
MIPOAYKTA;

- aBTOMAaTH3UPOBAHHOE OOHOBJICHHE aHTHBHUPYCHBIX 0a3;

- OrpaHMYCHHE MPAB MOJIB30BATENSI HA OCTAHOBKY MCTIOIHIEMBIX 337ad U H3MEHEHHS - HACTPOEK
AHTUBHPYCHOTO IMPOTPAMMHOTO O0ECTIeUeHUS;

- aBTOMAaTUYECKUH 3aIlyCK cpa3y HOCJIE 3arpy3K1 ONEPALIIOHHON CUCTEMBI.

[Toacucrema peanusyercs MyTeM BHEIPEHUS CIICIUAIBHOTO aHTUBHUPYCHOTO MPOrPAMMHOTO
obecrnieuenust Ha Bce aneMenTsl UCII/IH.

44 IToacucTema MeKCeTEBOIO IKPaHUPOBaAHUSA

[ToxcucTeMa MEKCETEBOTO SKPaHUPOBAHUS MPEIHA3HAYCHA JUIS PEaTH3AIK CIICTYIOIIIX
byHKIM:

- unbTpanuu OTKpHITOrO W 3ammdpoBaHHOro (3akpeiToro) IP-rpaduka mo crnemyromum mnapa-
MeTpam;

- UKCcaluu BO BHYTPEHHHX XYypHaNIaX MHPOPMAIMK O MPOXOISAIIEM OTKPHITOM M 3aKpbIToM IP-
Tpaduke;

- UACHTU(QUKAINK ¥ ayTeHTU(PHUKALINIO aIMUHICTPATOPa MEKCETEBOTO 3KpaHa IPH €ro - JIOKalb-
HBIX 3aIpocax Ha JOCTYTI;

- perucrpanuu BXxoaa (BLIXO,I[a) AJIMUHUCTPATOPA MEKCETEBOI'O 3KpaHa B CUCTEMY (I/I3 CI/ICTeMBI)
0o 3arpys3kKy 1 "HUIUAJIU3alli CUCTEMbI U €€ IPOTrPpaMMHOI'0 OCTaAHOBA,

- KOHTPOJIS LIEIOCTHOCTH CBOEH MPOrpaMMHOM U MHYOPMALIMOHHON YaCTH;

- GWIBTpalM MAaKeTOB CIY)KEOHBIX MPOTOKOJIOB, CIYXKAIMX AJS JUArHOCTHKHM M YIPaBICHHUS
paboTOM CeTeBBIX YCTPOUCTB;

- q)HHLTpaLU/II/I C YU4C€TOM BXOJHOT'O U BBIXOAHOI'O CETEBOI'O I/IHTep(l)eﬁca KaK Cpe€ACTBO MPOBCPKU
MNOJIMHHOCTH CETCBLIX aAPCCOB;

- PEruCTpanuy 1 y4ucTa 3alpaninBacMbIX CEPBUCOB NPUKIIAIHOI'O YPOBHS;

- OJIOKMPOBAHMS JTOCTYIa HEHICHTH(PUIIMPOBAHHOTO 00BEKTA WU CYOBEKTa, MOATUHHOCTh KOTO-
pOTo pH ayTCHTH(PUKAIINN HE TIOJITBEPANIACH, METOIaMHU, YCTOHIMBBIMHE K TIEPEXBaTY;

- KOHTPOJIS 32 CETEBOW aKTHBHOCTBIO TIPHIIOKEHHUH M 00HAPYKEHHS CETEBBIX aTaK.

IToacucrema peanusyercs BHEAPEHUEM IIPOrPAMMHO-AIIIAPATHBIX KOMIUIEKCOB MEXCETEBOTO
sKpaHupoBaHus Ha rpanune JICB, kinaccom He HUxe 4.
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45 IMogcucTemMa aHAIKM3a 3AIMMIEHHOCTH

HOIICI/ICTeMa dHaJI3a 3alllUIICHHOCTH, AOJIZKHa O6CCHC‘II/IBaTB BbISIBJICHU S yHBBHMOCTeﬁ,
cBs3aHHBIX ¢ ommOkamu B kKoHburypanuu 110 MCII/H, koTOpsie MOTYT OBITh MCIOJIB30BaHbBI
HApYIUTCICM AJId pC€ain3allui aTaKu Ha CUCTCMY.

@YHKIMOHAN MOACUCTEMBl MOXXET OBITH pPEaJIU30BaH MPOrPaMMHBIMU U MPOrPaMMHO-
amnmnapaTHeIMU CPEACTBAMH.

4.6 Moacucrema 00HapYy:KeHUs BTOPKeHUI

[ToxcucTema oOHAPYKCHHSI BTOPXKCHHIA, TOJIKHA 00SCIICUNBAThH BBISBICHUE CETEBBIX aTaK Ha
anemenTsl UCII/IH, monkimtoueHHBIE K CETSAM OOINEro Mmoiab30BaHUS U (MIIH) MEKIYHAPOTHOTO
oOmeHa.

(DYHKI_[I/IOHaJ'I HOACHUCTEMBI MOXET OBITh p€ain30oBaH IIPOrpaMMHBIMU H IIPOTrpaMMHO-
afrapaTHbIMU CPEACTBAMU.

4.7 Moacucrema kpunrorpaduueckoii 3ammuThI

[Togcucrema kpunTorpaguyeckoi 3ammThl NpenHasHadeHa s uckmodeHus HCJ x
samumiaemoi nadopmanuu B UCIT{a Yupexaenus, npu ee rnepenadu Mo KaHaiaaMm CBSI3H ceTel
0011ero Mmoab30BaHus U (WIH) MEXIYHAPOIHOTO OOMEHa.

[Toncucrema peanusyercs BHEAPEHHEM KpPUOTOrpapUUECKUX IMPOrPaMMHO-AMIAPATHBIX
KOMILIIEKCOB.
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5 Ioab3oBarenn UClan

B UCIIAu VYwupexaeHuss MOXKHO BBIACINUTh CIEAYIOIIME TIPYNIbl I0Jb30BaTENEH,
Y4acTBYIOIINX B 00paboTke u xpanennu [1J{H:

- Anmvuanctpatopa UCIT/1H;

- Anmunuctparopa 6e3omnacHoctu UCIH;

- Oneparopa APM,;

- AnMUHHCTpaTOpa CETH;

- TexHUYeCcKOTO CHEeIaIiucTa Mo 00CTyKUBAHHIO TepUPEpUHHOTO 000pYIOBaAHUS;
- [Iporpammuct-pazpadorank UCIT/IH.

JlaHHble O rpylnmax MOJb30BATENAX, YPOBHE MX JOCTyNa U MH(GOPMHPOBAHHOCTU JOJDKEH
ObITh OTpakeH B [1oy10)keHNN 0 pa3rpaHUYeHHH [IpaB 10CTYIA K NEPCOHAIBHBIM JIaHHBIM.

5.1 Aamunucrparop UCIIn

Anmunuctpatop HWCII/[IH, coTpyaHuk VYdupexaeHus, OTBETCTBEHHBIH 3a HACTpPOMKY,
BHepenue U conpoBoxaeHue MCIIIH, obGecreunBaeT (QyHKIMOHUPOBAHHE IOJCHUCTEMBI
ynpasinenuss jgocrynom MWCIIJlH ¥  yHOJHOMOYEH OCYIIECTBIATh MPEAOCTaBICHHE U
pasrpaHMYeHHEe JOCTyIa KOHeUHoro nosb3oBatens (Oneparopa APM) k anemMeHTaM, XpaHALM
IIEPCOHAJIBHBIE JTAHHBIE.

Anmvunnctparop UCIIIx obnagaeT cieayronmm ypoBHEM JOCTYIA U 3HAHUI:

- obmamaer mosHOW WH(OpPMAIMEl O CHCTEMHOM U TPUKIAJTHOM MPOTPAMMHOM OOECTICUSHUH
UCIIH;

- o0namaet noxHON MH(pOpMaMel o TeXHUIeCKuX cpeacTBax u koHpurypauuu UCIH;
UMEET JTOCTYT KO BCEM TEXHHUYECKUM cpeacTBaM 00padoTku nHpopmanuu u nanaeiM UCIJH;

- o0Oyajgaer mpaBaMu KOH(DUIYpHUpOBaHHS ¥ aJIMUHUCTPATHBHONH HACTPOMKH TEXHUYCCKHX

cpeacts UCIIH.

5.2 Aamunucrparop 6e3onacioctu UCILIun

Anmunuctpatop 6e3omacHoctu MCIIAH, coTpynHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkunonupoanue C3I1/IH, Bxmrouas oOCIy)XHBaHHE M HACTPONKY aJMHUHHCTPAaTUBHOMH,
CEpPBEPHOM U KJIMEHTCKON KOMIIOHEHT.

Anmvunuctparop 6e3onacuHoctu UCII[IH o6nanaer ciaeayromuM ypoBHEM JIOCTYyIA U 3HAHUMN:
- o6nanaer npaBamu Anmunuctpatopa MCI1/IH;
- obnamaet noxHo# nHpOpManueit 06 MCII/H;

- UMeeT JOCTYIl K CPEeJICTBaM 3allUThl HHPOPMAIMH ¥ MTPOTOKOJIMPOBAHMS U K YaCTH KITFOUEBBIX
anementoB MCII/H;

- HC UMCCT IIpaB AOCTYyIa K KOH(I)I/II‘ypI/IpOBaHI/IIO TCXHUYCCKUX CPEACTB CCTHU 3a MCKIIFOUCHUCM
KOHTPOJIbHBIX (I/IHCHGKI_II/IOHHBIX).

Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHomoueH:

- peanu30BbIBaTh MOJUTUKY Oe3zomacHOCTH B yacTu Hactpoiiku CK3U, MexceTeBbIX 3KpaHOB U
cUCTEM OOHapYKEHHUS aTakK, B COOTBETCTBHH C KOTOPBIMHU NoJb3oBatelns (Onepatop APM) nomy-
YyaeT BO3MOXKHOCTh pabortath ¢ anementamu UCI1/IH;
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- OCYILICCTBIIATH ayAUT CPCACTB 3alIUThI;

- YCTaHABJIMBATH JIOBEPUTEIbHBIC OTHOILICHUS CBOEH 3alllUIEHHOMN ceTu ¢ ceTsamu apyrux Opra-
HU3AIHIA.

5.3 Oneparop APM

Onepatop APM, cotpyanuk YupexaeHus, ocymecTBisromuii oopadborky I1/1n. O6pabdoTka
[T/In BKiIIOYaeT: BO3MOKHOCTH InpocMmoTpa IT/H, pyunoir BBox II/ln B cucremy WCII/IH,
dbopMHUpOBaHKE CIIPABOK U OTYETOB 10 MHpopManuu, nomxydeHHor u3 MCII/In. Onepatop He
UMEET MOJTHOMOYHUHN JJIs yIIpaBJICHHs mojacucreMaMu o0padoTku panubix u C3I1/1H.

Omneparop UCII/IH o6namaer caeayommuM YPOBHEM A0CTyIa U 3HAHHMN:

- obnamaer BceMH HEOOXOOUMBIMH aTpUOyTaMu (HapuMep, MaposieM), 00ecTeunBaloIMH J10-
CTYI K HEKOTOpOMY noaMHokecTBy [1/1H;

- pacnoJjaract KOH(I)I/IILGHLII/IZUILHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

5.4 Aqmunucrpatop cetu

AJIMUHHCTpPATOp CETH, COTPYIHHUK YUpEKAEHUS, OTBETCTBEHHBIH 3a (DYHKIIMOHUPOBAHUE
TenekoMMyHuKannoHHoi noacucreMsl UCII/IH. AaMuHHCTpaTOp CETH HE UMEET MOJIHOMOYUN
JUIs yIIpaBJIeHUsI TOICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

AJMUHUCTPATOp CETH 00J1aAaET CIEAYIOIIUM YPOBHEM JOCTYIIa U 3HAHUM!

- 00naiaeT YacThio HHGOPMALIMU O CHCTEMHOM W MPUKIIATHOM MpOorpaMMHOM obecrieuenun MC-
I1]1H;

- o0namaeT 9acTh0 MHPOPMAIIUK O TEXHUYECKUX cpeacTBax u koHpurypamuu UCI1H;

uMeeT (PU3MYSCKUH OCTYN K TEXHUYECKHM CPEICTBAM 00pabOTKM MH(OPMALMU U CPEICTBaM
3aIUTHI;

- 3HaACT, 110 MECHBIIICH MEpPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5 Texumueckuii crenquaInCcT MO 0GC/TY:KHBAHUIO ePHPEPHITHOTO 060PYA0BAHHS

TexHUYeCKUH CHEeUaIuCT MO OOCTY)XMBAaHUIO, COTPYIHUK YUPEKIEHUs, OCYIIECTBISACT
oOcimyxuBaHHEe M HAcTpoiiky mnepudepuitnoro o6opynosanusa HWCII[H. Texundeckuii
CIIEIUATIUCT MO OOCHy)KMBaHUI0O HEe uMeeT noctyna Kk [I/[H, He uWMeeT mMOJHOMOUWN st
yIIpaBJIeHUS MOACUCTEMAMU 00PaOOTKU JAHHBIX M O€30MaCHOCTH.

TexHUYEeCKUH CTennaIiucT Mo OOCTy)KUBaHUIO 00JalaeT CIEAYIOIMM YPOBHEM JOCTyMa U
3HAHWH:

- obnazaeT yacTbio MH(POPMALIMU O CUCTEMHOM U NPUKJIaTHOM IporpaMmMHoM obecrieuenuun MC-
I1]1H;

- o0yazaeT 4acThio HHPOPMALMK O TEXHUUYECKHUX cpeacTBax U kKoHpurypauu UCI/IH;
3HAET, 10 MEHbLICH Mepe, OJTHO JIEraJbHOE UMl JOCTYIIA.

5.6 Hporpammucr-pazpadorunx UCIdn

[IporpaMmMucTBI-pa3paOOTUMKK (MIOCTABLIMKH) MPUKIAJHOIO MPOrpaMMHOT0 obecreueHus, odecrie-
YUBAIOIINE €T0 CONMPOBOXKACHHWE Ha 3amuinaeMoM o0bekTe. K maHHOI rpymnme MOryT OTHOCHTBCA Kak
COTPYIHHUKHN YUPEKIACHHA, TAK ¥ COTPYIHUKHA CTOPOHHUX OPTaHU3AINH.

duznyeckoe JIMIO JTOH KaTCropum:

- obmagaet nadopMmanreil 06 aropuTMax u nporpammax oopadorku napopmanmu vHa UCIH;
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- o0yiagaeT BO3MOXHOCTSMH BHECEHHs OIIMOOK, HEAEKIApUPOBAHHBIX BO3MOXKHOCTEH, MHpO-
TrpaMMHBIX 3aKJIaJJ0K, BPEIOHOCHBIX IporpamMMm B nporpammuoe obecrniedenre MCII/IH Ha cTagun
ee pa3pabOTKH, BHEIPEHUS H COMTPOBOKICHMUS,;

- MOXET pacroiiarate Jiro0osiMu (pparmMenTamu uHGOpManuu o tomonorun MCIIJIH u TexHuue-
CKHX cpeicTBax 00paboTku u 3amuThl [1/1H, oOpabdaTeiBaembix B MCII/IH.
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6 TpeGoBanus k nmepcoHaay no odecnedeHnio 3amutbl [

Bce corpynnuku Yupexnaenus, siBistomuecs mnonb3zoBarensiMu WCIIJIH, momKHBI 4eTKo
3HaTb W CTPOrO BBIMOJHATH YCTAHOBJEHHbIE NpaBHJIa W OO0S3aHHOCTU IO JOCTYNYy K
3aIUIIAeMBIM O0BEKTaM M COOIIOICHUIO TPUHATOTO pexuma OezonacHoctu [1/1H.

[Ipy BCTyIUIGHMM B JOJDKHOCTH HOBOTO COTPYAHHMKA HEMOCPEACTBEHHBIN HaYaJbHUK
noJpa3JielieHusi, B KOTOPOE OH TIOCTYyMaeT, 00s3aH OpraHM30BaTh €ro O3HAKOMIICHHE C
JIOJDKHOCTHOM ~ MHCTPYKIIMEH W HEOOXOJAMMBIMU  JIOKYMEHTaMH, PErJIaMEHTUPYIOITUMU
TpeboBanusi mo 3ammre II/[H, a Takke oOydyeHHWE HABBIKAM BBITIOJHEHUS MPOICIYP,
HEOOXOIMMBIX JUISI CAHKITMOHUPOBAHHOTO Hcmob3oBanus UCIIJIH.

CoTpyIHUK TOJDKEH OBITh O3HAKOMIICH CO CBEJCHUSAMH HACTOSIICH [TONMUTHKH, TPUHSATHIX
npoueayp padotsr ¢ anementamu UCIAu u C3I11H.

CoTpynHUKH YUpexIeHUs, HCIOJb3YIOIIUe TEXHUUECKUE CpeiCcTBa ayTeHTHU(UKALUY,
JOJDKHBI  00ECTIeYMBATh COXPAHHOCTh HACHTHU(PHUKATOPOB (AJIEKTPOHHBIX KIIOYEH) W HE
nonyckate HCJl kK HuUM, a Tak k€ BO3MOXHOCTb MX YTEpH WU MCIIOJIBb30BaHMS TPETBUMHU
muuamu.  [lomp3oBaTenu  HECYyT  NEPCOHANBHYKO  OTBETCTBEHHOCTb 33  COXPAHHOCTb
UEHTU(PHUKATOPOB.

CoTpynHUKH YUpexIeHHs JODKHBI CII€0BaTh YCTAHOBJIEHHBIM MpOLEAypaM MO e KaHUsS
pexxuma 6e3onacuoctu [1/[H npu BbIOOpE M MCHOIB30BAHUM MApPOJIEH (€CTM HE HMCIIOIB3YIOTCS
TEXHUYECKHUE CPEACTBA ayTeHTU(UKALIUN).

CoTpynHuKN YUpexIeHHUs AOJDKHBI 0OecledrBaTh HAJIEKAIIYI0 3allUTy 00OpYAOBaHUS,
ocCTaBisieMOro 0e3 MpPUCMOTpPa, OCOOEHHO B TeX CIydasxX, KOrJa B MOMEINEHHE UMEIOT JOCTYI
IOCTOPOHHHUE JHIa. Bce monb30BaTeny JODKHBL 3HaTh TpeOoBaHus nmo Oe3zomacHoctu [1/IH u
IpOLEAYpHI 3alIUThl 000pYA0BaHUs, OCTABICHHOIO 0€3 IPUCMOTpPA, a TAKXKE CBOU O0S3aHHOCTH
10 00ECIEUCHUIO TAKOH 3aIIUTHI.

CoTpynHHKaM 3ampeniaeTcsi yCTaHABIMBaTh MOCTOPOHHEE MPOTpaMMHOE oOecriedeHue,
MOJIKJTFOYATh JIMYHBIC MOOHMJIbHBIE YCTPOHUCTBA U HOCUTEIH MH(GOPMAIIMHU, a TaK JKE 3alUChIBAThH
Ha HUX 3alUIIaeMy0 HHPOPMAIIHIO.

CoTpyaHuKaM 3ampeliaercs pasriamaTh 3alldiiaeMylo HHPOpMaIUio, KoTopas craja UM
M3BECTHA IpH paboTe ¢ NHHOPMALIMOHHBIMU CUCTEMAaMU Y UPEKACHUSI, TPETHUM JIUIIaM.

[Tpu pa6ore ¢ [1[1n B UCII/IH coTpynHuKN YupexaeHus o0s3aHbl 00€CeUnTh OTCYTCTBUE
BO3MOXKHOCTH npocMmoTpa [1/IH TpeTbumu nunamu ¢ MOHUTOpoB APM nnu tepMuHanos.

[Tpu 3aBepmienuu padotsl ¢ UCII/IH coTpyanuku o0s3aHbl 3aMTUTE APM M TepMuHabl
C TOMOIIBIO OJOKMPOBKM KJIIOYOM HJIM SKBUBAJIEHTHOI'O CpEACTBA KOHTpPOJIS, HANpuMep,
JIOCTYIIOM IO MApOJIt0, €CIIU HE UCTIONbB3YIOTCS 00Jiee CHIIbHBIE CPECTBA 3aLUTHI.

CoTpynHUKH YUpeXAeHUs JOJDKHbI ObITh MPOMH(OPMUPOBaHBI 00 yrpo3ax HapylIeHHs
pexuma Oe3omacHocTH IIJIH M oTBeTCTBEHHOCTHM 3a ero HapyuieHue. OHU JIOJKHBI OBITH
O3HAaKOMJIEHbI C YTBEP)KACHHOM (OpMaIbHOM NpOLETypold HAIO0XKEHUS JUCHUIUIMHAPHBIX
B3BICKAaHUN Ha COTPYAHHUKOB, KOTOpble Hapyumiu [lonutuky nHbopMamoHHoN 6€3011aCHOCTH U
npouenypsl 6esomacuoctu [1/1H.

CoTpynHuku 00s3aHbl 0e3 TpoMemsieHuss coolmarh 000 BceX HaOMIIaeMbIX WU
nmoa03puTeNbHbIX cinydasx padotsl MCII/H, Morymux moBieds 3a co00M yrpo3sl 0€30MacHOCTH
[1/ln, a Takke O BBISBICHHBIX HMH COOBITHSX, 3aTparuBarommx Oe3zomacHocTh [1/]H,
PYKOBOJCTBY MOAPA3ICICHUS | JIUILY, OTBEYAIOIIEMY 32 HEMEJICHHOE pearupoBaHue Ha yrPO3bI
6ezonacunoctu [1]1H.
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7 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTeneid UCIIAn
JomxHocTHBIE 00s13aHHOCTH TTonb30Baresneit CII/IH onucaHbl B CEAYIOMNX JOKYMEHTAX:
- Unctpyxius anmuauctpatopa UCI/IH;
- Unctpykius anmuauctpaTtopa 6ezonacaocta UCI/IH;
- Uncrpyxkmus monp3osarens MCII/H.
OtBerctBeHHOCTH cOTpynHUKOB MCII/IH YupexneHus.

B cootBerctBuU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanun ot 27 uroiist 2006
r. No 152-03 «O nepcoHanbHBIX JaHHBIX» JIWIA, BAHOBHBIC B HAPYIICHUU TPEOOBAaHUI JaHHOTO
@enepalibHOTO  3aKOHa,  HECYT  TPaXKIAHCKYI0,  YrOJOBHYI,  aJIMUHUCTPAaTUBHYIO,
JUCLUIUIMHAPHYI0O MU UHYI0 NPEIYCMOTPEHHYIO 3aKoHoJarenbCcTBoM Poccuiickoin denepanmun
OTBETCTBEHHOCTb.

JeiicTByromee  3akoHojartenbcTBO P®  mo3BosiseT NpeabsBiIATH  TpeOOBaHUSA 11O
obecrieyeHno Oe3omacHOM paboTel ¢ 3amMiiaeMo uH(opManuell M npeaycMaTpuBaeT
OTBETCTBEHHOCTb 3a HapyLIEHHE YCTAHOBJIEHHBIX MpaBui 3Kciutyatauuun OBM u cucrem,
HEeMpPaBOMEPHBIM J10CTyn K HMH(QOpPMALUM, €CIM 3TH JAEHCTBHS INPHUBEIU K YHUYTOXXKEHHUIO,
OJIOKMPOBAHUIO, MOJU(PHUKAIINY UHPOPMALIMHU WU HapyIIEHUIO padoTel OBM wnnu cereii (craThu
272,273 u 274 YK PO).

Anmunuctparop UCIIn u agmunuctpatop 6e3omacHocti CII/IH HecyT OTBETCTBEHHOCTD
3a BCE JECHCTBUSA, COBEPIICHHBIE OT MMEHM MX YYETHBIX 3alMCEd WM CUCTEMHBIX YYETHBIX
3anucel, eciiu He ToKa3zaH (akT HeCaHKIMOHUPOBAHHOTO UCIIOB30BAHUS YUETHBIX 3aITUCEH.

[Ipn HapymeHusx coTpyaHUKamMu Yupexnaenus — mnoisb3oBatenet WCII[AH npaswui,
CBs3aHHBIX ¢ Oe3omacHocThio [IJIH, OHM HECyT OTBETCTBEHHOCTh, YCTAaHOBJICHHYIO
JIEMCTBYIOLIMM 3aKoHOAaTenbcTBOM Poccuiickoit denepanum.

[IpuBeneHHble Bbllle TPeOOBaHUS HOPMATUBHBIX JOKYMEHTOB IO 3allUTe HH(Opmauuu
JIOJDKHBI OBITH OTpaXkeHbl B [I00KEHUAX O Mmoapa3/esieHus X YUpexIeHHsl, OCYIIEeCTBISIFOIUX
o6pabotky I1/1n B UCII/IH 1 AOIDKHOCTHBIX HHCTPYKIUSAX COTPYIHUKOB YupexneHun.

HeobOxonumo BHectu B IlonokeHust o mojpasfeneHusiX YUpeKIACHHs, OCYIIECTBISIOIINX
obpabotky I1/In B UCII/IH cBeneHuss 06 OTBETCTBEHHOCTH MX PYKOBOJMTEIEH U COTPYAHUKOB
3a pasrjalleHue W HECAaHKLIHOHUPOBAHHYIO MoJu(UKalMioo (MCKaXeHue, (aabCUPUKALUIO)
II/TH, a Takke 3a HENPaBOMEPHOE BMEWIATENILCTBO B IPOLIECCHI UX aBTOMAaTU3UPOBAHHOU
00paboTKH.
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8 CnucoK HCIO0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBHIMH M METOJIWYECKUMHU JTOKYMEHTaMH, Ha KOTOPBIX
6azupyertcs Hacrosee [lonoxeHnne ABASIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHaiabHBIX JaHHBIX» (Hanee —
@3 «O nepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOIUI OCHOBHbIC IMPUHLUIBI U YCIOBHs 00pa-
6otku I1/1H, mpaBa, 003aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOIIECHHH, CBS3aHHBIX C 00-
pabotkoii [1/1H.

2 Ilocranosnenue IlpaButensctBa Poccuiickoit @enepannu ot 1Hos16pst 2012 . Ne 1119 «O6
YTBEP)KJICHUH TPEOOBAaHUN K 3alUTE MEPCOHAIBHBIX JAHHBIX MIPU UX 00paboTKe B MH(pOpMAaIU-
OHHBIX CHCTEMAaX MEePCOHAIBHBIX TaHHBIX).

3 «llonoxenne 06 0COOCHHOCTAX 00PaOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBIISIEMOM 0€3
UCIIOJIb30BaHUs CPEACTB aBTOMAaTU3alN», yTBepKaeHHoe [loctanoBienuem [IpaBurenscrea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHMs K MaTepHaIbHBIM HOCUTEIISIM OMOMETPHUECKUX IMEPCOHAIBHBIX JAaHHBIX H
TEXHOJIOTUSIM XPaHEHMsI TaKUX JaHHBIX BHE MH(OPMAIMOHHBIX CUCTEM IMEPCOHAIBHBIX J1aH-
HBIX», yTBepkaeHHbIe [locTanoBneHuem [IpaBurenscrBa PD ot 06.07.2008 1. Ne 512.

5 HopmaTtuBHO-MeToIMueckue 1oKyMeHThl denepanbHOi Ciiy:k0bl IO TEXHUUECKOMY U 3KC-
nepTHoMy KoHTpodto Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) no obecnieuenuto 0e3-
onacHoctH [1JIH npu ux o6padorke B UCII/IH:

6 Pexomenammu o odecreuyeHnio 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX PU UX 00paboTKe
B MH(POPMALIMOHHBIX CHUCTEMax MEepPCOHAJIbHBIX JaHHBIX, YTB. 3aM. nupekropa @CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATHUS IO OPraHU3aLUU U TEXHUYECKOMY OOecreyeHHI0 0e30IacHOCTH
NEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaH-
HBIX, YTB. 3aM. nupektopa @CTIK Poccum 15.02.08 r. (ACII)

8 bazoBast Mozens yrpo3 0€30mMacHOCTH MEPCOHAIBHBIX JAHHBIX MPH WX 00paboTKe B WH-
(OpMaLIMOHHBIX CHCTEMax IEpPCOHANbHBIX HaHHBIX, yTB. 3am. aupektopa PCTIK Poccum
15.02.08 r.

9 Metoauka onpezeseHusl aKTyallbHbIX yIpo3 0€30MaCHOCTH MEPCOHABHBIX IaHHBIX MPU MX
00paboTke B WH(POPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX ITaHHBIX, YTB. 3aM. IUPEKTOpa
OCTOIK Poccun 15.02.08 .
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Hpuiaoxenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEpONpusATHi 1o ooecnieuennu o6e3omacHoctu MCIT]] K3 K2 K1

| B noacucreme ynpapieHus 10CTYIIOM:
PeanuzoBaTh HIeHTU(UKALIUIO U TPOBEPKY MOMTMHHOCTH CYOBEKTOB OCTYIIA TIPH

1 BXojie B onepanuoHnyto cuctemy MCII/IH no naponto ycnoBHO-IIOCTOSSHHOTO Jei- + + +
CTBUSI, ITTAHOW HE MEHEE IIEeCTH OYKBEHHO-IIU(DPOBBIX CHMBOJIOB;
Peanu3oBaTh nIeHTU(DUKALINIO TEPMUHAIIOB, TEXHHYECKHUX CpeACcTB 00padoTku [1/1H,

2 y310B UCIIJ[H, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEMIHUX ycTpoiicTB UCII/IH o ux - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);

3 PeanuzoBaTh uIeHTU(UKALIUIO POTPAMM, TOMOB, KaTaloros, (haiios, 3amucei, mo- i + +
JIeH 3anmcei o UMeHau;

4 Peanu3oBaTh KOHTPOJB I0CTYIA CYOBEKTOB K 3aIIUIIAEMBIM PECYPCaM B COOTBET- + +
CTBUM C MaTpUIIEH JOCTYIIA;
npu Haymunu noakroueHust UCIIIH k ceTsiM 00111ero moib30BaHusl TOJKHO TTPUMe- He nmxe 5-ro He nmxe 4-ro He ke 3-ro

5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHSI 3aIlU- YPOBHS 3alllH- YPOBHSI 3alllH-

IIE€HHOCTHU IIEHHOCTHU HIEHHOCTHU

st oGecnieuenust 6e3onacHoro MexcereBoro B3aumoaeiictus B UCIIu ais pas- He gmxe 5-ro He amxe 4-ro He mmxe 3-1o

6 HBIX KJIACCOB HEOOXOUMO HUCIOIB30BaTh MO YpOBHS YPOBHSI YPOBHS

3aIUIIEHHOCTH | 3alMINEHHOCTH | 3alMIIEHHOCTH

CpeacTBo 3aluThl OT MPOrpaMMHO MaTeMaTuieckux Bozaeictauil (IIMB):
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PeanuzoBath naeHTHUKALMIO U ayTeHTU(PUKALNIO CYOBbEKTOB JIOCTYIIa IPU BXOJE B
CPEICTBO 3allUThl OT IPOrpaMMHO MaTemMaTuueckux Bo3aencteuii (1IMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONepaluii M0 yIpaBiIeHUI0 QYHKIUSIMU CPEACTBA 3alllH-
To1 0T [IMB 1o maposro (nim ¢ UCIoIb30BaHUEM MHOTO MEXaHU3Ma ayTeHTH (UK~
IIUH) YCIOBHO-IIOCTOSIHHOT'O J€HCTBUS AJTMHON HE MEHee I1eCTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

OcCyIIecTBISATh KOHTPOJIb JIIOOBIX ACHCTBHI CyOBEKTOB IOCTYIIA IO YIIPABICHUIO
GyHKIUSAMU cpecTBa 3amuThl oT [IMB TobKO 1MOCIIe TPOBECHHS €ro YCICITHON
ayTeHTU(UKAIIHH;

[TpenycMoTpeTh MexaHU3MBbl OJIOKMpPOBaHMS IOCTyIa K cpeAcTBam 3aiuthl oT [IMB
IIPY BBINIOJIHEHUM YCTAHABJIMBAEMOTI'0 YHCIIa HEYAAUHBIX IIONBITOK BBOJIA MAPOJIS;

Heo0xoaumo npoBoauTh uaeHTUGUKaUo (HaiaoB, KaTajJoros, IPOrpaMMHBIX MO-
JlyJIeH, BHEIIHUX YCTPOMCTB, HCIIOJIb3YEMBIX CPEACTB 3auuThl oT [IMB;

B noacucreme perucTpan U yuera:

OcCymiecTBIATh PErUCTPAIMIO BX0a (BBIX0/1a) CyOBhEKTa JOCTyIa B CUCTEMY (U3 CH-
CTEMBI), TINOO PEruCTPALIUIO 3arPy3KH U HHUIMATIU3ALUN ONIEPAllMOHHON CHCTEMBI
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BbIxo/1a U3 CUCTEMBI HIT OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkitouenuss UCII/IH. B mapamerpax peru-
CTpallii yKa3bIBalOTCS J1aTa U BpeMs BXo/1a (BbIX0/1a) CyObEKTa JOCTyNa B CHCTEMY
(M3 crCcTEeMBI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3allMIIaeMbIX HOCUTENeH HHPOPMALIMU C TOMOILBIO X JII000H
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (YUYETHYIO KapTOUKY);
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[TpoBOAUTH perucTpanmio BXoAa/BbIX01a CYObEKTOB JOCTYIA B CPEACTBO 3alIUTHI OT
IIMB, peructpaumio 3arpy3kd U HHUIHAINU3ALUHU 3TOr0 CPEACTBA U €€ IPOrPaAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/a/BbIX0/1a
CyOBeKTa IOCTYIa B CPEICTBO 3amuThl OT [IMB mimu 3arpy3ku/ocTaHoBa 3TOTO Cpeji-
CTBa, a TaKXKe UAeHTU(UKATOP CyOBEKTa AOCTYIa, MHUIIMHUPOBABIIETO TAHHBIE Jeii-
CTBUS;

[TpoBoauTH peructpaimio coObITUii MpoBepKku 1 oOHapyxenus [IMB. B mapamerpax
perucTpanmy yka3blBaloTCs BpeMs M JaTa NpoBepkH win oOHapysxkenus [IMB, unen-
TUPUKATOP CyOBEKTa JOCTYIA, UHUIIMMPOBABIIETO JaHHbBIE JEHCTBUS, XapaKTep BbI-
HOJHAEMBbIX ASHCTBUIH IO IPOBEPKE, THI 0OHAPYKEHHON BPEJOHOCHOM ITPOrpaMMbl

(BII), pesynpTaT neiicTBUi CpeacTBa 3alIUTHI 110 OJokupoBanuto [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeaCcTBO 3amuThl oT [IMB ma-
KETOB OOHOBJICHUH. B mapameTpax perucrpanuu yka3plBarOTCs BpeMs U 1ata OOHOB-
JIeHus1, UACHTU(UKATOP CyOBEKTa JOCTYIA, MHUIIMUPOBABILETO JAHHOE ICUCTBUE
BEpCHsl U KOHTPOJIbHAs cCyMMa MaKeTa OOHOBIICHHUS;

[TpoBOaUTH perucTpanuio coObITHI 3aycKa/3aBepIeHust paboThl MOAYJIEH cpecTBa
3amuTsl oT [IMB. B mapamerpax perucrpanuy yKa3plBarOTCS BpeMs U J1aTa 3aryc-
Ka/3aBepIeHust paboTbl, HACHTU(UKATOP MOAYJIS, HIEHTH(PUKATOpP CyOBEKTa 10CTY-
1a, MHUIIMAPOBABIIETO JaHHOE JICHCTBUE, PE3yJIbTAT 3aIlyCKa/3aBepIieHus paboThl;

JIOJI’KHA TTPOBOJUTHCS perucTpalus COObITUI yIpaBiieHUs CyOBEKTOM JIOCTyIa
bynkuusamMu cpenctsa 3amuThl oT [IMB. B nmapamerpax perucrpanuu yka3bslBatoTCs
BpEMsI U JlaTa COOBITHUS YIIpaBJIeHUs KaK0H (pyHKIMEH, UIEHTU(PUKATOP U CIIELIU-
bukanys GyHKIMH, HIEHTHPUKATOP CyObEKTa J0CTYMa, MHULIIMUPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

[TpoBoAUTH perucTpanmio COObITUI MOMBITOK JOCTYIMA MPOrPAMMHBIX CPEJICTB K MO-
IyJsM cpeacTsa 3amuTsl oT [IMB nnu cnienmanbHbeIM oBymikaM. B mapamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCS BPEMs U JaTa MOMbBITKU AOCTYIA, HASHTU()UKATOP MOAYIIS,
UCHTUPHUKATOP U crienupUKaIms MOy s cpeacTBa 3amuTel oT [IMB (cnenuanbHOM

+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
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JIOBYIIKH), PE3yJIbTAT MOMBITKU 1OCTYIIA;

[TpoBOIUTH perucTpanmio COOBITHI OoTKaTa aJisi cpeacTBa 3anmuThl oT [IMB. B mapa-
METpax PEerucTpaniy YKa3blBalOTCS BpEMs U J1aTa COOBITUS OTKATAa, CIICIU(UKALIHS
NeiCcTBUI OTKaTa, UIeHTU(PUKATOP CyOBEKTa HOCTYIa, HHUIIMUPOBABIIETO TAHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

10

Oo6ecreunTh 3alIUTY AAHHBIX PErUCTpalvi OT UX YHUYTOXKCHHUA UIN MOI[I/I(l)I/IKaLII/II/I
HApYLIUTCIICEM;

11

PeanmuzoBaTh MexaHU3MEI COXpPAaHCHUA JaHHBIX PETUCTPALXH B ClIydac COKpaAIlCHUA
OTBCACHHBIX IIOJ HUX PECYPCOB;

12

PeanuzoBath MexaHM3MBbI IPOCMOTPA U aHANIN3A JAHHBIX PETUCTPAIMU U UX (PUITh-
TpaLMH 0 33JaHHOMY HabOpy apaMeTpoB;

13

[TpoBoAMTH aBTOMATHUECKUI HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (co3nanue, penaktupoBaHue, 3alUCh, KOMITH-
Js1Usl 00BEKTOB, KOTOPbIE MOTYT coaepxaTh BII).

14

PeanmsoBaTh MexaHn3M aBTOMAaTHYECKOI'O aHaJIu3a JaHHBIX PEruCTpanmu mo mraoJio-
HaM TUTIOBBIX nposiBiieHuit [IMB ¢ aBToMatnieckuM ux OJIOKUPOBAHUEM H YBEIIOM-
JICHUEeM aIMHHHCTpaTOpa 0e30MacHOCTH;

15

[TpoBOAMTH HECKOJIBKO BUJIOB yueTa (AyOIHUpYIOIINX) C perucTpalnnen Bbiiauu (Ipu-
ema) HocuTesnel nHpopmanuu;

16

Ocy1ecTBIATh pErUCTpalfIo BXoAa (BbIX0/1a) CYOBEKTOB JIOCTyIA B CUCTEMY (U3 CH-
CTEMBI), THOO perucTpanus 3arpy3ki 1 HHULHAIU3ALUU ONEPAITOHHON CUCTEMBI.
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17

OcCy1ecTBIATh PETUCTPALIMIO BBIJAUM MTeYaTHHIX (Tpaduiyecknx) JOKYMEHTOB Ha
«TBEpAYI0» KONHUI0. B mapaMerpax perucTpaiuu yKa3plBarOTCs (JaTa U BpeMsl BbIJla-
yn (0OpalieHus K MoAcucTeMe BbIBOA), crieluuKalns yCTPOCTBA BbIAYN — JIOTHU-
YyecKoe UMs (HOMep) BHEILIHET0 YCTPOMUCTBA, KPATKOE COJiepkaHe (HAaMMEHOBaHHE,
BUJI, (P, KOJI) ¥ YPOBEHb KOH(DHICHIIMAIBHOCTH JOKYMEHTA, UICHTH()HUKATOD
CcyObeKTa J10CTyIa, 3alPOCUBILETO TOKYMEHT;

18

OcCylIeCTBISITh PETUCTPAIUIO 3allycKa (3aBEpIICHUS) MPOrpaMM U MPOIECCOB (3aaa-
HUH, 3a]1a4), IpeHa3HAYCHHBIX Il 00paOOTKH 3amuIiaemMbix (aiiios. B mapamer-
pax perucTpaluy yKa3blBarOTCA AaTa U BpeMs 3amycka, uMs (MACHTU(PUKATOP) TIPo-
rpammBbl (TIporecca, 3a1anus), UACHTUPUKATOP CyOBhEKTa JOCTYIIA, 3alIPOCUBIIIECTO
nporpammy (IIpoLecc, 3alaHNe), pe3yJIbTaT 3aycka (yCHellIHbIi, HeyCIeIHbIA — He-
CaHKI[MOHUPOBAHHBIH ),

19

OCyIIeCTBIATh PETUCTPALIHIO MOMBITOK JOCTYIa MPOrPAMMHBIX CPEJICTB (TIporpamm,
MIPOIIECCOB, 3a/1a4, 3aJJaHNii) K 3aIuiaeMbIM (aiinaM. B mapamerpax perucrpanuu
YKa3bIBAIOTCS JaTa U BpeMs MOIBITKU JI0CTYIA K 3aiuinaeMomy ¢ailny ¢ ykazaHuem
ee pe3yJbrara (ycreliHas, HeyCIenHas — HeCAaHKIIMOHUPOBAHHAs ), HACHTU(PUKATOP
cyOBeKTa I0CTyIa, cienu(uKanus 3anummuaemMoro Qaiina;

20

OcCy1eCTBIATh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPEJICTB K CIEIYIO-
UM JOTIOJTHUTEIbHBIM 3aIUIIAEMbIM 00bEKTaM JIOCTyIA: TEPMUHAIAM, KOMIIbIOTE-
pam, y3nam cetu MCII/IH, muHuaM (kaHajmam) CBSI3U, BHELITHUM YCTPOHCTBaM KOM-
MBIOTEPOB, IIpOrpaMMaM, ToMaMm, KaTajoram, ¢aiaam, 3armucsam, rmojsm 3anuceit. B
napaMeTpax perucTpalry yKa3bIBalOTCS JaTa U BpeMs MONBITKY JOCTYyIA K 3allHIIa-
eMoMY OOBEKTY C yKa3aHUEM ee pe3ysbTara (yCHellHas, HeyCIenIHasi — HECaHKIUO-
HUPOBaHHas1), UACHTU(DUKATOP CyOBEKTa JOCTYMA, ClIeUPHUKAIMS 3aIUIAeMOT0
00BeKTa — JJOTUYECKOE UMS (HOMED);

21

[IpoBOIUTH y4eT BCEX 3alIMINAEMbIX HOCUTENEH HH(OPMAITUHU C TIOMOIIBI0 UX Map-
KUPOBKH U C 3aHECEHHUEM yUETHBIX JAHHBIX B KypHaI (YUYETHYIO KapTOUKY);
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22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBaHNE) OCBOOOXKIaeMBIX 00IacTeit
OTIEPATUBHOM MaMsATH KOMIIBIOTEPOB M BHEIIHUX HAaKomuTene. O4rcTKa OCyecTB-
JSIETCsl OTHOKPATHOM MPOU3BOJIBHOM 3aITUChIO B OCBOOOXKIaeMYI0 001aCTh TTAMSTH,
paHee HUCIOJIb30BAHHYIO JIsI XpaHEHUS 3alUIaeMbIX TaHHBIX ((aitioB, nHPpopMa-
HH);

B IIOACHUCTEME obecrneueHus OEJIOCTHOCTH.:

O06ecnedynTh IEOCTHOCTh MPOrPAaMMHBIX CcpeacTB 3anmuThl B coctaBe C3I1/IH, a Tak-
’K€ HEM3MEHHOCTh MPOTPaMMHOM cpebl. [Ipu 3TOM 11eT0CTHOCTh CPEACTB 3aALTUTHI
MPOBEPSIETCS PU 3arpy3Ke CUCTEMBI 10 HATHUUIO UMEH (MIeHTU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1en0cTHOCTh MPOrpaMMHOM Cpe/bl 00ecrieunBaeTCs OTCYTCTBUEM B
HCTIx cpencts pa3paboTKH U OTIAAKU IPOTpamMMm;

OcymectBsars pusudeckyro oxpany UCII/Iu (ycTpoiicTB u HocuTenel napopma-
1IUK), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenus MCII/Ix noctoponHux
JUL, HAJIMYKE HAJCKHBIX IPEMSATCTBUN ISl HECAHKIMOHUPOBAHHOTO MPOHUKHOBE-
aus B nomenieHus MCII/IH n xpanwuiie HocuTeleid nHpopMaIuy;

[TpoBoauTh nepuoandeckoe rectupoanne pynkuuid C3I1/1H npu n3mMeHeHnn npo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ noMonipro TeCT-MporpaMM, UMUTHPYIOIIUX
noneiTku HCJI;

JIOJIKHBI OBITH B HAIMUMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEJICHHUE JIBYX KOMUI MPOTrPaMMHBIX CPEJICTB 3aIUThI HHPOPMALIUU, UX TIEpHOANYE-
CKO€ 0OHOBIIEHHE U KOHTPOJIb PaO0OTOCITIOCOOHOCTH;

[TpoBoAMTH MPOBEPKY 1EIOCTHOCTH MOYJeH cpeacTsa 3amuTel oT [IIMB, HeoOxo-
JUMBIX ISl €10 KOPPEKTHOTrO (PYHKIIMOHUPOBAHUS, IIPU €r0 3arpy3Ke ¢ HCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;

ObecneunTh BO3MOKHOCTh BOCCTAHOBIIEHUS cpeicTBa 3amuThl oT [IMB, npexycmar-
pHUBaroLIas BEACHNE ABYX KOMMI IPOrpaMMHOI0 CPEJCTB 3allIUThI, €r0 NEPUOJNIE-
CKO€ 0OHOBIIEHHE U KOHTPOJIb PaOOTOCITIOCOOHOCTH;
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7 PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIETOCTHOCTH ITAKETOB OOHOBJIEHUH CpeiCcTBa N N N
3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;
g [TpoBoauTh pesepBHOE konupoBaHue I1JH Ha oTUyX/1aeMble HOCUTEIN HH(POPMALIUH; N N
\Y B noacucreMe aHTUBUPYCHOM 3alIUTHI:
[IpoBOaMTH aBTOMATUUYECKYIO MTPOBEPKY Ha Hannuue BII nnu nocneacteuii [IMB
1 npu umnopte B UCII/IH Bcex mporpaMMHBIX MOYJIEH (MPUKIIAIHBIX TPOTpamMMm), KO- + + +
TOpBIE MOTYT cozepkaTh BII, mo nx THOBBIM m1a0I0HaM U C TOMOIIBIO SBPHCTHYC-
CKOT'O aHaJlln3a;
5 PeanuzoBaTh MeXaHNW3Mbl aBTOMAaTHUECKOT0 0JIOKUpOBaHMsI 0OHapyxeHHbIX BII my- N N N
TEM UX yJaJICHUS U3 IPOrPAMMHBIX MOJYJIEH UM YHUYTOXKECHUS;
3 PerynspHo BeIMONHATH (IIpH epBoM 3amycke cpeacts 3auuThsl [1[n ot [IMB u ¢ N N 4
yCTaHaBJIMBAaEMON IEPUOJIUYHOCTBIO) POBEPKA HA IpeaMeT Hainuus B HuX BIT;
4 JomxHa nHunuupoBarecs aBToMarnyeckas nposepka MCII/In Ha npenMer Hanuus N N N
BII npu BeisiBienun ¢akra [IMB;
Peann3oBaTh MEXaHU3M OTKAaTa JUIsl YCTAaHABIMBAEMOTO YMCIa ONEpalui yAAICHUS
5 BII u3 onepaTuBHON UM TOCTOSHHOU MaMATH, U3 IIPOIPAMMHBIX MOIYJIEH U IIpU- + + +
KJIAJIHBIX ITPOTrpaMM WJIM MPOrPaMMHBIX CPEICTB, coaepxkanux BII.
6 JononuurensHo B UCII/{H nomkeH NpoBOAUTHCS HENPEPBIBHBIN aBTOMAaTHUYECKHI + + +
MOHUTOPHHT MH()OPMAIIMOHHOTO 0OMEHA C BHELIHEH CeThIo ¢ 1elbio BhisBiaeHus BII.
VI Kontpons orcyrcreus H/B B 110 C31
s mporpaMMHOro o0ecrieueH s, UCIoIb3yeMoro npu 3amure nadopmaruu B UC-
1 [T1u (cpencts 3amutsl nHGopManuu — C3U, B TOM dncie U BCTPOCHHBIX B 00LIeCH- + + +
CTEeMHO€ U MpHUKJaJHOoe IporpaMMHoe obecriedenne — [10), nomkeH ObITh 0OecredeH
COOTBETCTBYIOIIMN ypOBEHb KOHTpOJIsl oTcyTcTBHs B HeM H/IB (He nexnapupoBa-

MNonntruka nHpopmaumoHHoM 6esonacHocTu. CTpaHuua 29 us 32




HBIX BO3MOKHOCTEH).

Vil

O6napyxenue Brop>xeruit B UCI1/In

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTeM UCIIOJIb30BaHUs B COCTa-
Be VICII/1H mporpaMMHBIX HJIM IPOTPAMMHO-AIIAPATHBIX CPEICTB (CUCTEM) O0HA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHUE CHCTEMbI OOHAPYKEHUS CETEBBIX aTakK,
UCIOJIb3YIOLINE CUTHATYPHbBIE METO/Ibl aHATIN3a

H606XOI[I/IMO 00s13aTeNIbHOE NCIOJIL30BAHUE CHCTEMBI O6H€lpy>K€HI/IH CCTCBBIX aTak,
HCIIOJIB3YIOMUC CUTHATYPHBIC METOAbI aHaJIN3a U MCTO/Ibl BBISABJIICHUA aHOMAaJIUH

VI

3amura UCIIdn ot [IDMUH

Jlist 06paboTku nHDOopManuu HeoOXo Mo uctoiib3oBath CBT, ynoBierBopstomiue
TpeboBaHUsM cTaHIapToB Poccuiickoii Denepaliiu 1mo M1eKTPOMarHUTHON COBMe-
CTUMOCTH, TI0 0€30MaCHOCTH ¥ YPTOHOMUYECKHM TPeOOBAaHUAM K CPEJICTBAM OTOO-
paskeHus WH(GOPMALIMH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K BUIECOTUC-
ieiiHeIM TepmuHaiaM [19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBust UCIIIH TpeboBanusm 6e3omacnoctu 110

[TpoBecTu 00s3aTeNbHYIO CepTHHUKAIIMIO (aTTecTaIuI0) o TpeboBaHUsIM Oe3ormac-
HOCTU MH(pOpMaLINK;

JlexnapupoBaTh COOTBETCTBUE WM 00S3aTENbHYIO CEPTHU(HUKALINIO (aTTECTAIUIO) TIO
TpeboBaHusAM Oe30macHOCTH HH(POPMAIUH (IO PELICHUIO OIIepaTopa);

MonntrKa nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 30 13 32




[Mpumeuanue: s UCIIn 4 knacca nepeueHs MeponpusaTiii o 3ammure [1/IH onpenensieTcs B 3aBUCUMOCTH OT yiiepOa KOTOPBI MOXET OBITH

HAHCCCH B CJICACTBUH HCCAHKIIMOHUPOBAHHOT'O UJIKM HCIIPECAHAMCPCHHOT'O JOCTYIIA K HI[H

CornacoBaHo:

3amecTuTenb AUPEKTOpa AnekceeBa Haranus MBaHoBHa
Crenuanuct 1o kKajapam UyOykoBa EBrenus BsiuecinaBoBHa
[enonpoussoaurens I'puropseBa Upuna AnekcanapoBHa

MonntruKa nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 31 3 32



JIuct o3nakomuienus ¢ [losuTukoit nHGpopManMOHHON 0e30MaCHOCTH

Ne dOHUO JoaxHoCTh JlaTa IMoanucek
n/n
1 | AnekceeBa Haranus lBanoBHa 3amMecTUTeNb JUPEKTOpa
2 | UyoykoBa EBrenus BsaecnaBoBHa Crenuanuct 1o kKajapam
3 | I'puropeeBa Upuna AnekcannpoBHa | [lenonpousBoaurens

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHuua 32 ns 32
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